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Research on the Attack Model for RFID Anti- Counterfeit Protocol

L1 Hui ,HOU Yi-bin ,HUANG Zhang-gin L IU Hong-zhen ,HE Jian ,CHEN Rui
( Embedded Sdftware and Systens Indtitute, Bejing University d Techndogy , Beijing 100124, China)

Abdract: A RFID technology and anti-counterfeiting system was studied in this paper. Firstly ,we propose a hardware and
software framework of anti-counterfeit system based on RFID technologies; furthermore the hierarchica structure of the anti-coun-
terfeit system was analyzed in details. Then aimed at the complexity of the anti-counterfeit system an intelligent attacking model was
presented here,and the A * agorithm is adopted in this attack model and used to search a lowest price tree by the fictiond attacker
in order to eval uate the propased anti-counterfeit system especially for the protocal used in this system. Finaly ,an experimental test-
ing with VC ++ and Matlab was simulated. Simulation results indicate that the proposed modeling methods can be used efectively
to model complex anti-counterfeiting systems.
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